Mobile ad-hoc Networks-Security
(MANET)

              A mobile ad-hoc network (MANET) is a kind of wireless ad-hoc network, and is a self-configuring network of mobile routers (and associated hosts) connected by wireless links  the union of which form an arbitrary topology. The routers are free to move randomly and organize themselves arbitrarily; thus, the network's wireless topology may change rapidly and unpredictably. Such a network may operate in a standalone fashion, or may be connected to the larger Internet.
              A wireless ad-hoc network, also known as IBSS - Independent Basic Service Set, is a computer network in which the communication links are wireless. The network is ad hoc because each node is willing to forward data for other nodes.In ad hoc networks the communicating nodes do not necessarily rely on a fixed infrastructure, which sets new challenges for the environments and may have to operate with full availability even in difficult conditions, security solutions applied in more traditional networks may not directly be suitable for protecting them. Many of the new generation ad hoc networking proposals are not yet able to address the security problems and they face. While the basic security requirements such as confidentiality and authenticity remain, the ad hoc networking approach somewhat restricts the set of feasible security mechanisms to be used, as the level of security and on the other hand performance are always some what related to each other. The performance of nodes in ad hoc networks is critical, since the amount of available power for excessive calculation and radio transmission are constrained. In addition, the available bandwidth and radio frequencies may be heavily restricted and may vary rapidly. Finally, as the amount of available memory and CPU power is typically small, the implementation of strong protection for ad hoc networks is non-trivial.

NETWORKING:

Networking infrastructure forms the basis for the networks on top of which the higher-level

services can be built. The core of the networking infrastructure is maintained with routing. there are two approaches in networking:

· Flat or "zero-tier" infrastructure.

· Hierarchical, multiple- or N-tier infrastructure.

In flat networks there are no hierarchies of nodes; all nodes have equivalent roles from the viewpoint of routing. In contrary, in hierarchical networks there are nodes that have different roles than the others. These cluster nodes are responsible for serving one cluster of the actual low-tier nodes by controlling the traffic between the cluster and other clusters.

Networking Operations

Most important networking operations include routing and network management.

Routing protocols can be divided into proactive, reactive and hybrid protocols, depending

on the routing topology.
· Proactive protocols are typically table-driven and distance-vector protocols, thus resembling many traditional protocols. In proactive protocols the nodes periodically

            refresh the existing routing information so that every node can immediately operate            with consistent and up-to-date routing tables whenever there is data to be sent.
· Reactive or source-initiated on-demand protocols, in contrary, do not periodically              update the routing information - it is propagated to the nodes only when necessary.              Many of the MANET routing protocols are on-demand driven for optimization purposes

             The disadvantage of the reactive protocols is that they create a lot of overhead               when the route is being determined, since the routes are not necessarily up-to-date              when required.

· Hybrid protocols make use of both reactive and proactive approaches. They typically

             offer means to switch dynamically between the reactive and proactive parts of the

protocol.

The protection of routing traffic is vital in insecure environments so that the identity or location of the communicating party is not revealed to unauthorized parties. Routing information must also be protected from attacks against authentication and non-repudiation so that the origin of the data can be verified.

Network management involves the configuration of the elements in the network such as clients, routers and key management servers. The management can be done either manually or automatically, depending on the case. In addition to the initial configuration of the network as it starts, network management most often also involves the exchange and use of dynamic configuration information and status data of the network while operating. Network management data, as any piece of vulnerable information, must be protected from the viewpoint of confidentiality, authenticity and non-repudiation whenever the network is managed in a non-secure domain.

Routing Security in MANET:

Unlike traditional networks where by routing functions are performed by dedicated nodes or routers, in MANET, routing functions are carried out by all available nodes. Likewise, common routing security mechanisms consist of node and message authentication referring to an priori trust model in which legitimate routers are believed to perform correct operations. Authentication of a node or its messages does not guarantee the correct execution of routing functions in open environments with lack of a priori trust like MANET.
Security exposures of ad hoc routing protocols are due to two different types of

attacks:
· Active attacks through which the misbehaving node has to bear some energy

              costs in order to perform some harmful operation.

· Passive attacks that mainly consist of lack of cooperation with the purpose of energy saving.
 Nodes that perform active attacks with the aim of damaging other nodes by causing network outage are considered to be malicious while nodes that perform passive attacks with the aim of saving battery life for their own communications are considered to be selfish nodes. Malicious nodes can disrupt the correct functioning of a routing protocol by modifying routing information, by fabricating false routing information and by impersonating other nodes. Recent research studies brought up also a new type of attack that goes under the name of wormhole attack. 

In the existing ad hoc routing protocols nodes are trusted in that they do not maliciously tamper with the content of protocol messages transferred among nodes. Malicious nodes can easily perpetrate integrity attacks by simply altering protocol fields in order to subvert traffic, deny communication to legitimate nodes (denial of service) and compromise the integrity of routing computations in general. As a result the attacker can cause network traffic to be dropped, redirected to a different destination or to take a longer route to the destination increasing communication delays. A special case of integrity attacks is spoofing whereby a malicious node impersonates a legitimate node due to the lack of authentication in the current ad hoc routing protocols. The main result of spoofing attacks is the misrepresentation of the network topology that possibly causes network loops or partitioning. Lack of integrity and authentication in routing protocols can further be exploited through “fabrication” referring to the generation of bogus routing messages. Fabrication attacks cannot be detected without strong authentication means and can cause severe problems ranging from denial of service to route subversion. A more subtle type of active attack is the creation of a tunnel (or wormhole) in the network between two colluding malicious nodes linked through a private connection by-passing the network. This exploit allows a node to short-circuit the normal flow of routing messages creating a virtual vertex cut in the network that is controlled by the two colluding attackers. Another exposure of current ad hoc routing protocols is due node selfishness that results in lack of cooperation among ad hoc nodes. A selfish node that wants to save battery life for its own communication can endanger the correct network operation by simply not participating in the routing protocol or by not forwarding packets as in the so called black hole attack. Current ad hoc routing protocols do not address the

Selfishness problem.
Security in Ad Hoc Networking Proposals

DDM: Dynamic Destination Multicast protocol (DDM) is a multicast protocol that is relatively different from many other multicast-based ad hoc protocols. In DDM the group membership is not restricted in a distributed manner, as only the sender of the data is given the

authority to control to which the information is really delivered. In this way the DDM nodes are aware of the membership of groups of nodes by inspecting the protocol headers. The DDM approach also prevents outsider nodes from joining the groups arbitrarily. This is not supported in many other protocols directly; if the group membership and the distribution of source data have to be restricted, external means such as the distribution of keys have to be applied.

DDM has two modes of operation: the stateless mode and the soft-state mode. In the stateless mode the maintenance of multicast associations and restriction of group membership are handled totally by encoding the forwarding information in a special header of the data packets; the nodes do not have to store state information. This kind of reactive approach thus guarantees that there is no vainless exchange of control data during idle periods. The soft-state mode, on the other hand, requires that the nodes remember the next hops of every destination and thus need not fill

up the protocol headers with every destination. In both modes the nodes must always be  able to keep track of the membership of the groups. DDM is best suited for dynamic networks having small multicast groups. 

OLSR: Optimized Link State Routing protocol (OLSR), is a proactive and table-driven protocol that applies a multi-tiered approach with multi-point relays (MPR). MPRs allow the network to apply scoped flooding, instead of full node-to-node flooding, with which the amount of exchanged control data can substantially be minimized. This is achieved by propagating the link state information about only the chosen MPR nodes. Since the MPR approach is most suitable for large and dense ad hoc networks, in which the traffic is random and sporadic, also the OLSR protocol as such works best in these kinds of environments. The MPRs are chosen so that only nodes with one-hop symmetric (bi-directional) link to another node can provide the services. Thus in very dynamic networks where there exists constantly a substantial amount of uni-directional links this approach may not work properly. OLSR works in a totally distributed manner. The protocol is, however, adaptable to protocols such as the Internet MANET Encapsulation Protocol (IMEP), as it has been designed to work totally independently of other protocols.

ODMRP: On-Demand Multicast Routing Protocol (ODMRP) is a mesh-based multicast routing protocol for ad hoc networks. It applies the scoped flooding approach, in which a subset of nodes - a forwarding group - may forward packets. The membership in the forwarding groups are built and maintained dynamically on-demand. The protocol does not apply source routing. ODMRP is best suited for MANETs where the topology of the network changes rapidly and resources are constrained. ODMRP assumes bi-directional links, which somewhat restricts the potential area of application for this proposal; ODMRP may not be suitable for use in dynamic networks in which nodes may move rapidly and unpredictably and have varying radio transmission power. 

AODV and MAODV: Ad Hoc On-Demand Distance- Multicast Ad Hoc On-Demand Distance Vector routing protocol (AODV), is an unicast-based reactive routing protocol for mobile nodes in ad hoc networks. It enables multi-hop routing and the nodes in the network maintain the topology dynamically only when there is traffic. Currently AODV does not define any security mechanisms what so ever. The authors  identify the necessity of having proper confidentiality and authentication services within the routing, but suggest no solutions for them. The IPSec is, however, mentioned as one possible solution. Multicast Ad Hoc On-Demand Distance-Vector routing protocol (MAODV), extends the AODV protocol with multicast features. The security aspects currently noted in the design of MAODV are similar to the AODV

Protocol.

TBRPF:Topology Broadcast based on Reverse-Path Forwarding (TBRPF), is a pure proactive, link-state routing protocol for the ad hoc networks that can also be applied as the proactive part in hybrid solutions. Each of the nodes of the network in TBRPF carry state information of each link of the network, but the information propagation is optimized by applying reverse-path forwarding instead of the costly full flooding or broadcast techniques. TBRPF operates over IPv4 in ad hoc networks and can also be applied within hierarchical network architecture.. Finally, the protocol, just as every other ad hoc network routing protocol, can be protected with IPSec, but this approach is not currently officially in use within TBRPF
CONCLUSION:
The research on MANET security is still in its early stage. The existing proposals are typically attack-oriented in that they first identify several security threats and then enhance the existing protocol or propose a new protocol to thwart such threats. Because the solutions are designed explicitly with certain attack models in mind, they work well in the presence of designated attacks but may collapse under unanticipated attacks. The MANET routing protocols can seemingly tolerate the rapid changes to the topology and conditions of the networks. None of these protocols, however, seems to currently note all of the necessary security aspects adequately. Partially this is most likely due to their ongoing development. Still some drafts currently ignore the security issues by stating that the required security means are to be determined later. 
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