
Chapter 19

Network Layer Protocols



19.2

NETWORK-LAYER PROTOCOLS

- IPv4 is responsible for packetizing, forwarding, 

and delivery of a packet. 

- ICMPv4 helps IPv4 to handle some errors that 

may occur in delivery. 

- IGMP is used to help IPv4 in multicasting. 

- ARP is used in address mapping.
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Position of IP and other network-layer protocols in              

TCP/IP protocol suite
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Datagram Format

A datagram is a variable-length packet consisting of

two parts:

- Header

- payload (data)

The header is 20 to 60 bytes in length and contains

information essential to routing and delivery.
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IP datagram
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Multiplexing and demultiplexing using the value of  

the protocol field



An IPv4 packet has arrived with the first 8 bits as

(01000010)2 The receiver discards the packet. Why?.

Solution

There is an error in this packet. The 4 leftmost bits (0100)2

show the version, which is correct. The next 4 bits (0010)2

show an invalid header length (2 × 4 = 8). The minimum

number of bytes in the header must be 20. The packet has

been corrupted in transmission.

Example 19.1
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In an IPv4 packet, the value of HLEN is (1000)2. How many

bytes of options are being carried by this packet?

Solution

The HLEN value is 8, which means the total number of

bytes in the header is 8 × 4, or 32 bytes. The first 20 bytes

are the base header, the next 12 bytes are the options.

Example 19.2
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Fragmentation

The format and size of the sent frame depend on the

protocol used by the physical network through

which the frame is going to travel. For example, if a

router connects a LAN to a WAN, it receives a frame

in the LAN format and sends a frame in the WAN

format.
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Maximum transfer unit (MTU)
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Fragmentation example
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Detailed fragmentation example
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ICMPv4

- The IPv4 has no error-reporting or error-

correcting mechanism. 

- The IP protocol also lacks a mechanism for host 

and management queries.

- The Internet Control Message Protocol version 4 

(ICMPv4) has been designed to compensate for 

the above two deficiencies.
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MESSAGES

- error-reporting messages

report problems that a router or a host

(destination) may encounter when it processes

an IP packet.

- query messages

help a host or a network manager get specific

information from a router or another host.
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General format of ICMP messages

Error-reporting messages

Data section

Code ChecksumType

8 bits 8 bits 16 bits

Rest of the header

Query messages

Data section

Code ChecksumType

8 bits 8 bits 16 bits

Identifier Sequence number
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Contents of data field for the error messages


