SECURITY IN MOBILE COMMUNICATIONS
Over the last few years, a number of mobile communication systems have been developed and numerous service providers and equipment vendors are bringing to market a steady stream of new innovations. 

The mobile communication provides huge wireless connectivity in today’s world that enables mobility and computing in many different communication environments. Many studies have addressed carefully the mobile subscriber authentication, radio-path encryption, and secure mobility, but the security in mobile communication doesn’t depend on only these, indeed needs a more systematic approach to build up a framework capable of allowing the risk analysis of threats and vulnerabilities of a mobile communication, assessment of a mobile communications in terms of provided security, the protection of a service provided via mobile communication systems and last but not the least the engineering and management of mobile communication security.

When looking at traditional e-commerce, due to lack of security, frauds are seen as the major obstacle to people. Flexibility and functionality are key factors for creating successful e-commerce applications.


Mobile networks can make it both harder and easier to implement communication security as when compared. Communication between mobile and fixed networks creates a particular problem regarding security protocol design. .The mobile network operators are well placed to become trusted third parties and thereby be able to support security applications. The common characteristic of the security is to provide no extra functionality to an application for which the users are primarily interested.


  Confidentiality, integrity, authentication, and non repudiation of transmitted data are some of the mechanisms in communication security which generally in cryptographic form. Location of the communication, whether it is going to take place or not are also some of the mechanisms which are important to be private.
   
Cryptography is used to design a strong security services. The use of this makes most sense in the applications. Encryption of the information between communication parties or alternative on separate legs in communication path allows making the path confidential. For example, in GSM networks, only the radio link between the mobile terminal and base station are encrypted and the rest of the data is transmitted in clear text. 

Transmitted data’s authentication is asymmetric service. Depending on the protocols used, the types of the authentication vary. For example, SSL in internet allows four different authentications. They are:

· Server authentication
· Client authentication

· Both client and server’s authentication

· No authentication, but, providing only confidentiality. 

One more in asymmetric security service is non repudiation. Digital signature is one of the mechanisms of the non repudiation. This one works where the recipient is able to convince the third party. The difference between the confidentiality and the non repudiation is the key distribution. 
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Fig: communication protocol layers


No data is transferred directly between adjacent layers on opposite sides. The data and control information are passed through the interfaces between the protocol layers on one side and up through the interfaces between the protocols layers on the other side. The architecture of the network and the security goal indicate the most appropriate protocol layers for the security services. 


The mobile applications like radio network and fixed network requiring gateways usually span over several networks complicating the security implementation as of becomes difficult to obtain end-to-end security. There will be disparity between the desired security service and the protocol layer. For example, WTLS (Wireless Transport Layer Security) intended to work similar to SSL. But, the WTLS ends in the transport layer gateway and was not able to provide authentication between WAP terminal and WAP service.

The details of the security services and mechanisms are complex. Common design makes then transparent. But it is not good, as, the users will receive very less security. The interpretation of the communication in humans describes a semantic protocol layer above the application layer. 
                    [image: image2.emf]
Fig: Semantic protocol layer between human users and organizations.


In the above figure, the user interface lies between application layer and semantic layer. A good user interface indicates the combination of multimedia and optimal terminal design adapted to human physical and mental capabilities. 


Coming to the security of the active contents, in this, the active contents allows sound and image animation and provides the user with the ability to interact with the server side during web session. Some of the active content forms are ActiveX, java applets etc. This is flexible but it has a threat to the integrity of the client machine. The active content can cause damage due to poor design or by intent. Sandboxing and certification can be used to counter threats from active content. The advantage of active content is that it can access all the system resources and the disadvantage is that certification is not equivalent with trustworthiness.  

Wireless transport layer security (WTLS) primary goal is to provide privacy, data integrity and authentication between two communicating applications. The SIM card can be used to run applications in a secure environment. The WAP identity model (WIM) works as a tamper resistant device performs WTLS and application level security function and to store and process information needed for user identification and authentication. Micro-browsers are the browsers which are capable of displaying wireless content. 

 The security level of the mobile communication depends on the security methods implemented by mobile network. There are three basic security levels of mobile communication. They are: 

· Level 1 security: In the level 1 security, implemented by the pass code identification. The user sends a passcode to the mobile network. Then the passcode is compared with one of the databases. 

· Level 2 security: This is implemented by symmetric key schemes. The main feature of this is the client is able to authenticate the identity of the gateway. 
· Level 3 security: This is implemented by asymmetric key schemes. The client authenticates the gateway identity. 
Some of the security threats and problems of the mobile communication systems are the device vulnerability and the domain crossing. Anonymity and authentication also gets their own requirements and problems to mobile communication systems. 

· Device vulnerability: many of the mobile devices are small and light weight which leads to the device being misplaced or lost. This raises the security concern as the thief have chances to get some secret information from the device or gain access to some other service with mobile device.

· Domain crossing: this happens when the mobile user moves to the new location which belongs to other domain and was registered. These raise some security reasons. 
· Anonymity: when the mobile user wanted to remain anonymous to the outside domains they visit and do not want to reveal their identity to potential eavesdropper. 

· Authentication: when a mobile host crosses over domain boundaries it must be authenticated and should not interfere with the user’s task which requires the authentication to be transparent to the users. 

Some of the examples for the mobile communications are:
· Global System for Mobile communication (GSM).

· Cellular Digital Packet Data (CDPD)

· Mobile IP

      Concluding, the mobile networks can have the harder side and the easier side to implement communication security. The positive side of the mobile network operators is well placed to become trusted third party and able to support the security applications. In the development of e-commerce technology, functionality and flexibility gets the highest priority as they form the basis for new business models. So, the mobile communication systems are much more exposed to different kinds of attacks than the traditional fixed networks. The only hope is that the mobile networks of the future will be developed in more secure form. 
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