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Wireless Mesh Networks
Introduction: 
Wireless Multi-Hop Networks, once developed for military operations, are mostly called Mobile Ad-Hoc Networks. They may be used for wireless sensor networks which are often based on specialized hardware ideally suited for the sporadic transmission of small data sets and low power consumption. In some multi-hop networks, the wireless devices are typically stationary and form a Wireless Mesh Network i.e. a mesh of interconnected nodes. The major categories of multi-hop wireless networks are the Ad-Hoc Wireless Networks, Wireless Mesh Networks, Wireless Sensor Networks, and Hybrid Wireless Networks.

Among the Multi-Hop Wireless Networks, our work will be concentrated on Wireless Mesh Networks.  WMNs offer multiple redundant communications paths throughout the network. Whenever a link fails, the network automatically routes messages through alternate paths. Even in adverse conditions devices co-operate with each other in transmitting packets through the network. Hence, they are believed to be self-configuring and self-healing networks and believed to play a prominent role in the future generations of wireless networks. Just by shortening the distance between nodes, there can be dramatical increase in the link quality. Reduction in the distance by a factor of two can result at least four times more powerful signals at the receiver. By this we can conclude that the links are more reliable without even having to increase the power of the transmitter in individual nodes. Redundancy and Scalability, distributed control, diagnostic monitoring, easy maintenance, low cost, high scalability and reliable services, enhanced network capability are some of the characteristics which are making these networks more popular.  
In this project, we intend to explore the Architectures, Protocols and the standards of Wireless Mesh Networks. Introductory concepts, fundamental techniques, recent advances, key challenges, and issues such as the security considerations will be explored. 
WMN Architecture
Infrastructure mesh, client mesh, and hybrid mesh are the three types of WMN architectures. In infrastructure mesh architecture, the mesh routers collectively provide a wireless bone infrastructure. Clients, who have a passive role, do not contribute to the mesh infrastructure. 

The network is made up of various user devices and there is no dedicated network infrastructure involved in the case of client mesh architecture. Functions such as Routing and self-configurations are not the burden of a client here because the client devices themselves make the network.   In addition to the role of running the user applications, clients relay packets in place of peers and implement the role of mesh routers. A client mesh can be taken to be identical to a traditional ad hoc network (Perkins, 2001) in that it having higher demand on the end-user terminals, and that too in terms of both functionally and resource consumption. 
As the name suggests, hybrid mesh architecture is the combination of infrastructure and client mesh networks. Mesh routers form the back bone of such networks. With the help of network functionalities such as routing and forwarding of data packets, clients can actively participate in the creation of the mesh. This provides more dynamic extension to the infrastructure part of the mesh. The combination of the two architectures, mesh and infrastructure, makes it very flexible.

Characteristics of WMN: 

1. Dynamic self-configuration and self-organization:

The nodes in a WMN automatically detect neighbor nodes and establish and maintain network connectivity in an ad hoc fashion, typically implemented at the network layer through the use of ad hoc routing protocols (E.M. Royer, April 1999).   This self-configuring nature facilitates the easy and rapid deployments of WMNs. 
2. Adaptation:

WMNs dynamically adapt to the changing environments and can self heal in case of link or node failure. 

3. Fault tolerance and robustness:

Mesh networks are inherently redundant and hence have a high level of fault tolerance and robustness.

4. Low-Cost:
The low cost of the hardware based on IEEE 802.11 standards is one of the prominent reasons in the increasing interests in both research and product development. 

5. Integration and interoperability:

Integration and interoperation with other networks, and bridges to legacy networks can be easily accommodated due to the fact that most WMNs are based on Internet Protocol standards. 

WMN Systems and Standards
Various companies have realized the potential of WMNs and have started offering mesh networking products for a range of application scenarios. Though most of the products are based on commodity IEEE 802.11 hardware, the majority of the commercial systems implement their own mesh protocols for routing and network configuration.  This makes integration of mesh routers from different vendors into a single WMN very difficult. But interconnection between mesh networks from different vendors is not a problem due to the use of IP as a common network protocol. Open standards are important because they allow interoperability and reduce cost due to economics of scale. Efforts are underway in several IEEE working groups, like 802.11, 802.15, 802.16, and 802.20, to define mesh standards. IEEE 802.11s is the most relevant emerging standards for WMN technology. Its aim is to access the MAC protocol of 802.11 networks to support mesh functionality in contrast to current WMNs which implement mesh networking at the network layer. But the 802.11s standardarization is in its early developmental stages (Yan Zhang, 2007).
Issues in network performances

Radio techniques, scalability, mesh connectivity, compatibility and inter-operability, broadband and QoS, ease of use etc. are the factors that influence the performance of WMNs. Our overall work will highlight all the issues related to performance and try to enlighten the aspects involved to resolve the issues mentioned above.
Security Issues

There are many different security solutions proposed for wireless LANs but the security schemes for WMNs are still not ready. Due to the distributed nature of WMN, there is no centralized authority that can be fully trusted and can distribute a public key. Still, the security schemes that are proposed for ad hoc wireless networks can be adopted for WMNs. When we do so, we have to cope with various issues. The architecture for ad hoc network is different, causing differences in security mechanisms. If ad hoc networks and WMNs were the same, still since, ad hoc networks are still in its developmental stage, the security solution it has is also not mature enough. This suggests us to keep on looking for more secure and complete mechanisms. The areas of enhancements include encryption algorithms, secure MAC and routing protocols, security monitoring, security key distribution, intrusion detection etc. 
Other Issues
Capacity, scalability, and QoS are considered as the major weakness of current WMN technology. Further work will provide an overview of activities addressing the issues. The efforts will be classified according to the layer of the protocol stack that they are focusing on i.e. the physical layer, the Media Access Control layer, the network layer, and the higher layers. 
Conclusion
The nodes in a WMN automatically detect neighbor nodes and establish and maintain network connectivity in an ad hoc fashion. The self-configuring nature facilitates the easy and rapid deployments of WMNs. They dynamically adapt to the changing environments and can self heal in case of link or node failure. Being inherently redundant they have a high level of fault tolerance and are hence robust.  The low cost of the hardware based on IEEE 802.11 standards is one of the prominent reasons in the increasing interests in both research and product development. Integration and interoperation with other networks, and bridges to legacy networks can be easily accommodated due to the fact that most WMNs are based on Internet Protocol standards. Based on existing technologies, some companies already have products for sale, while other companies are still not convinced to the point of production while others have started to deploy WMNs in various application scenarios. Whatever the case be, it we look at the researches and case studies, what we can find is that the performance of WMNs is still far below what is expected. There are various open issues that need to be resolved. 
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